Ablyos: security sheet

Hosting

Server in the European Union, no open ports (Cloudflare tunnel), automatic security updates; Neon database
in an EU region.

Access

Two-factor authentication required for Ablyos staff (email code, app or passkey), per-person roles and
rights, audit log of every action.

Isolation

Every request reads the business from the session: no business sees another's data. Automated tests on
every release.

Encryption

HTTPS everywhere; inbox access and connected-service tokens encrypted with AES-256-GCM; encrypted
nightly backups with tested restores.

Protection

Rate limits, bot protection (Turnstile), strict input validation, content security policy, no secrets in
code sent to the browser.

Al

Agents say they are Al from their first message (EU Al Act, Article 50). Content they read is treated as
data, never as instructions. Your data is not used to train models.

Your data

Full export at any time; deletion on cancellation per the terms; data processing agreement on the
procurement page.

Incident
Notification without undue delay, within 48 hours, to the account owner. Service status online.



